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3Motivation 1

• Deep Reinforcement Learning (DRL) agents are vulnerable to adversarial attack, like 

classification model

• In recent years, applications have expanded to mission-critical tasks

• Alignment of LLM [1]: Safety alignment to avoid harmful outputs

• Autonomous driving [2]

• Factory automation [3]

• As these developments progress, the importance of reinforcement learning security 

has increased

[1] B Ravi Kiran, et al. Deep reinforcement learning for autonomous driving: A survey. IEEE Transactions on Intelligent Transportation Systems, 2021.

[2] Long Ouyang, et al. Training language models to follow instructions with human feedback. NeurIPS, Vol. 35, pp. 27730–27744, 2022.

[3] Jonas Degrave, et al. Magnetic control of tokamak plasmas through deep reinforcement learning. Nature, 2022.



3Motivation 2

• Many studies have explored adversarial attacks and defenses in reinforcement 

learning

• However, most prior work focuses on reward-minimization attacks [4,5,6,7]

• which aim to degrade the victim’s performance by reducing its reward.

• But attackers may have other goals.

• E.g., they may force a self-driving car to detour through a specific store

• E.g., they may manipulate a recommender system to promote beneficial products.

• These goals are defined independently of the victim’s reward.

We therefore focus on the victim’s behavior itself, rather than reward

[4] Sandy Huang, Nicolas Papernot, Ian Goodfellow, Yan Duan, and Pieter Abbeel. Adversarial attacks on neural network policies. ICLR, 2017.

[5] Anay Pattanaik, Zhenyi Tang, Shuijing Liu, Gautham Bommannan, and Girish Chowdhary. Robust deep reinforcement learning with adversarial attacks. IFAAMAS, 2018.
[6] Zhang, Huan, et al. "ROBUST REINFORCEMENT LEARNING ON STATE OBSERVATIONS WITH LEARNED OPTIMAL ADVERSARY.”, ICLR 2021.

[7] Sun, Yanchao, et al. "Who Is the Strongest Enemy? Towards Optimal and Efficient Evasion Attacks in Deep RL." , ICLR 2022



Behavior-targeted attack
• In this work, we propose the behavior-targeted attack and its 

countermeasure by intervening the agent’s observations

• Intervening observation amounts to attacking an autonomous vehicle’s LiDAR or cameras

• Behavior-targeted attacks aim to force the victim to behave specified by the adversary

• A planned attack in which the location and timing of the accident are specified

• This poses a threat of far more sophisticated and stealthy attacks than 

untargeted attack whose only goal is to only degrade performance

Untargeted Attack Behavior-Targeted Attack (Ours)

?

Crash into that car from the side.

The route is...

The time is...

Have an accident anyway.
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Main contribution (Attack)

• We first integrate imitation learning (IL) to train adversarial policy

• IL learns a policy by observing expert demonstrations and mimicking them

• E.g., learning safe and efficient driving skills from data collected from expert drivers [8]

• Our approach overcomes the limitations of previous studies on behavior-targeted 

attack [9,10]

• It relies on environmental heuristics (e.g., it can only be applied to autonomous vehicles).

• It assume white-box access to the victim’s policy

Propose Behavior-Imitation Attack (BIA) which is applicable under

Not relies on environmental heuristics and Limited access to the victim

Contribution
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[8] Hawke, Jeffrey, et al. "Urban driving with conditional imitation learning." 2020 IEEE International Conference on Robotics and Automation (ICRA) . IEEE, 2020.

[9] Leonard Hussenot, et al. Copycat: Taking control of neural policies with constant attacks. In AAMAS, 2020.

[10] Adith Boloor, et al. Attacking vision-based perception in end-to-end autonomous driving models. Journal of Systems Architecture, Vol. 110, p. 101766, 2020.



Main contribution (Defense)

• We formulate the defender’s objective with attacker’s gain

• Our theoretical analysis reveals two important insights:

• suppressing the sensitivity of the policy’s action outputs to state changes enhances 

robustness against attacks → Policy Smoothing is effective!

• achieving lower sensitivity during the early stages of a trajectory significantly 

improves overall robustness

Propose the first robust training method against behavior-targeted 

attack, Time-Discounted Robust Training (TDRT)

Contribution
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Standard RL objective

（Reward Maximization）
Worst-case attacker’s gain



Attack Results 6

• Environment: Meta-World [11]

• The further to the right, the stronger the assumptions imposed on the attacker

• Our method (BIA) achieves strong attack performance even under these stronger 

attacker assumptions

[11] Yu, Tianhe, et al. "Meta-world: A benchmark and evaluation for multi-task and meta reinforcement learning." Conference on robot learning. PMLR, 2020.



Defense Results 7

• Adversarial training, which is effective against reward-minimization attacks, is 

ineffective here.

• Defense methods that aim to smooth the policy achieve strong robustness.

Policy SmoothingAdversarial Training



Overall, we hope that this work will pave the way for a 
new direction in reinforcement learning safety research, 

shifting the focus from reward to agent behavior.

Thank you!
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