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1. DP & FL

01
General FL
Federated learning enables 

collaborative model training 

across clients without 

sharing their raw local data.

02
DP
Differential privacy 

protects individual data 

by adding carefully 

calibrated noise to 

shared information.

Federated Learning and Differential Privacy Mechanism
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1. DP & FL

Local Differential Privacy in FL

Each client adds noise to its model updates (e.g., gradients or parameters) before uploading them to the server for aggregation.

Central Differential Privacy in FL

Clients upload their model updates, and the server adds noise during or after aggregation (often combined with secure aggregation).

Gradient Clipping with Noise Injection

Client gradients are clipped to bound sensitivity, and calibrated noise (e.g., Gaussian noise) is added to satisfy DP guarantees.

Personalized DP in Federated Learning

Different clients adopt different privacy budgets or noise levels based on their data sensitivity or system requirements.
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2. Object
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2. Object
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3. f-DP & GDP
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4. Convergent DP
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4. Convergent DP
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4. Convergent DP
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4. Convergent DP



Thanks for attention!
Thank You!

The University of Sydney 
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