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▎ Motivation
• LLMs are evolving into agentic systems capable of reasoning, 

planning, and operating external tools
• Model Context Protocol (MCP) standardizes how LLMs connect 

to heterogeneous tools and services
• MCP's openness introduces new safety risks: malicious tool 

metadata, cross-server context poisoning, unauthorized actions
• Existing benchmarks focus on isolated attacks or lack real-world 

coverage
▎ Contributions
• Unified Taxonomy: 20 MCP attack types across server, host, and 

user sides
• Real-World Benchmark: MCP-SafetyBench on real MCP servers, 

multi-step evaluation
• Systematic Evaluation: 13 leading LLMs evaluated, revealing large 

safety gaps and variable attack effectiveness
Core Finding: All models remain vulnerable to MCP attacks, with 
a notable safety-utility trade-off
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▎ Benchmark Design

▎ Distribution

Three-stage construction:
• Task Selection
• Attack Instantiation
• Task Formalization
Dual-Dimension Evaluation:
• Task Evaluator
• Attack Evaluator 

TSR (%) and ASR (%) by Domain on MCP-SafetyBench

DSR vs TSR ASR Radar Figure

TSR (%) and ASR (%) by Attack Type on MCP-SafetyBench

Effect of Safety Prompt


