Point-wise Anomaly Detection via Fold-bifurcation ODE
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Motivation

Why do existing methods fail at point-wise anomaly detection?

Prediction-based Anomaly Detection FOLD : point-wise Anomaly Detection
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Fold-Bifurcation inspired ODE

dz(1)

——= = aS(t) — fz(1)* — yz(t)
dt

Jv From instantaneous l
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Conventional methods detect only
instantaneous errors, while real
anomalies emerge from
accumulated stress over time.

Forecasting
Model

Captures only !.
Sudden Stress

Anomaly Score
(stress signal via fold-bifurcation dynamics)

Anomaly Score
(based on prediction error)

Anomalies are not instantaneous events —
they are the result of accumulated stress leading to a critical transition.

Fold-bifurcation
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Canonical Form
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Sudden collapse
y Equilibrium disappears
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Teritical
r (External Pressure, Control Parameter)

z(t): system state, r: external

pressure Gradual change — Sudden

Key Property transition (tipping point)

When r exceeds a critical value, the stable equilibrium vanishes a
sudden transition.

Intuition

A system can remain stable under gradual external pressure.

*As pressure increases, stable and unstable equilibria approach each
other.

At a critical threshold, the equilibrium disappears.

*The system suddenly collapses.

Proposed Method
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Parameterized Stress Signal Modeling

€ =20 - D(f’\,-, f’) + A- ‘Var(f’\,-) — Var(f’)|
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Fold-Bifurcation inspired ODE

92t) _ oS(t) - Ba(t)? - alt)

dt

Step 1 Stress Signal Extraction from Forecasting Model

- Train a forecasting model on normal sequences

- Perturb input by masking local patches

- Measure prediction sensitivity: D, Y)

- Quantify uncertainty via MC dropout:

Var(ffi) — Var(Y) |

-> Stress signal reflects local instability of the system

Step 2 Construct Time-varying Stress Signal

- Combine sensitivity and uncertainty into stress.

e, = 6D(Y,,Y)

1
- Aggregation : S(¢) = -
ggregation: S(n) = ———> ¢

A Var(Y)) — Var(Y)|

-> Converts local instability into a temporal stress process

Step 3 From Stress to State Transition

= aS(t) — fz(H)* — yz(?)

S(t) drives system instability

z(t) accumulates risk

 a:how strongly stress drives the system

« 5 :nonlinear amplification of accumulated risk
« y:resilience that pulls the system back to stability

-> Detect anomaly as a tipping-point transition
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Ablation study on stress signal components
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Effect of calibration contamination
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