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Background Limitations

* Lack of Diversity: Existing methods
Ja}l_Preak I\lultnydal LLMS generate only a single jailbreak image

IZI “E > e ' for a given harmful query, which limits
L "t the range of potential attacks and

3 T e I f makes them easier to defend against.
ol LR i * Limited Transferability: Jailbreak
B oo 1mages fail to transfer to MLLMs other
Arackor FELE than the one used for their creation,
hindering their practical utility.
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Experimental Results
Higher Jailbreak Success, More Harmful Outputs
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Method
Jailbreak Objective:

Scenario

Plain Text Adv Example Query Image IC Plain Text Adv Example Query Image IC
minimize L. (x,) := — log(p(yn | ©p, tr))
jail\<Lp g\P\Yh psVh Illegal Activity (IA) 1.92% 14.54% 11.55%  72.64%  31.0 24.8 26.0 8.0
HZL’ p— || 00 € Hate Speech (HS) 1.68% 11.92% 397%  69.28%  32.5 26.7 30.9 8.5
Malware Generation (MG)  3.32% 19.88% 1552%  50.66% 302 22.1 24.3 15.8
Physical Harm (PH) 2.98% 24.31% 23.43%  1476% 307 20.1 20.5 7.3
Economic Harm (EH) 5.68% 4.91% 891%  72.04%  24.02 24.16 23.43 11.97
Fraud (FR) 3.17% 18.56% 1471%  50.96%  24.47 21.68 22.38 15.80
P ath S h a e * Pornography (PO) 4.14% 20.94% 19.11%  69.84%  24.30 21.25 21.58 12.37
‘ Political Lobbying (PL) 67.67% 79.11% 76.46%  98.38%  18.71 14.43 16.06 13.78
Privacy Violence (PV) 8.97% 10.50% 1297%  8L.79%  27.03 24.94 21.98 12.31
1 9 e 9 Legal Opinion (LO) 74.56% 85.73% 86.52% 100% 16.97 8.25 7.30 7.74
— _ _ Financial Advice (FA) 84.33% 88.12% 90.93% 100% 9.83 5.20 0.99 5.77
¢$c (U) ( ’LL) L1 - U( ’Lb).’L‘C T U L2 Health Consultation (HC)  76.50% 93.949% 9122%  96.00%  16.04 8.41 10.04 4.85
Government Decision (GD)  90.29% 91.75% 0125%  98.72%  13.73 11.88 11.39 6.32
Average 32.71% 43.38% 4156%  79.62%  23.04 17.99 18.22 10.03
Diverse Jailbreak:
' Highly Transferable Across Multiple MLLMs
minimize [l}EO | EJ ail (¢£BC ('U,) ) y Scenario Case 1 Case 2
¢$C ur ( ? ) MiniGPT-4 (Base) LLaVa Qwen GPT-40 MiniGPT-4 (Base) LLaVa Qwen Gemini
subject to || 0 (u) — || < e.Yu € [(] 1] . Tllegal Activity (IA) 70.0% 66.5% 64.0%  45.5% 68.0% 64.5% 625% 47.5%
Le 0o — ) ? Hate Speech (HS) 66.0% 62.7% 60.7%  42.9% 64.0% 60.8% 589%  44.8%
Malware Generation (MG) 48.0% 45.6% 442% 31.2% 46.0% 437% 423% 32.2%
Physical Harm (PH) 72.0% 68.4% 662%  46.8% 70.0% 66.5% 64.4%  49.0%
o Economic Harm (EH) 70.0% 66.5% 64.4%  45.5% 68.0% 64.5% 62.6% 47.5%
I r ansf er able Jallb re ak- Fraud (FR) 48.0% 45.6% 442% 31.2% 46.0% 437% 423% 32.2%
. Pornography (PO) 67.0% 63.7% 61.6% 43.6% 65.0% 61.8% 59.8% 45.5%
Political Lobbying (PL) 95.0% 90.3% 87.4% 61.8% 93.0% 88.4% 85.6% 65.1%
minimize Euv(0.1) | Ll (¢z. () Privacy Violence (PV) 79.0% 751% 721%  51.4% 77.0% 132% 70.8% 53.9%
uil| B (1) — || oo <€, 7uE0,1] ’ Jar \ ¥ e Legal Opinion (LO) 97.0% 92.2% 89.2% 63.1% 95.0% 90.3% 874% 66.5%
Financial Advice (FA) 97.0% 92.2% 892% 63.1% 95.0% 90.3% 874%  66.5%
Health Consultation (HC) 93.0% 88.4% 85.6%  60.5% 91.0% 86.5% 83.7% 63.7%
+(1- Q)Z(ﬁECE (@2, (0); 1) + (1= B) L (fiuccess (. (1)), 1))] Government Decision (GD) 96.0% 91.2% 883% 62.4% 94.0% 893% 86.5% 65.8%

Average 75.5% 71.7% 69.1%  49.0% 73.6% 69.8% 673% 51.2%
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